
 
 

 

                                   
 

 
 
 

Digital Safeguarding 
 Policy 

 
 

 

 
 

Completed By: Mrs K Wilson    
 

Date Completed: April 2016 
 

Agreed by Governors: _________________ 
 

 

 

 

 

 

To be reviewed every two years. 



Introduction 

 

Digital Safeguarding encompasses internet technologies and electronic communications such as mobile phones as 
well as collaboration tools and personal publishing. It highlights the need to educate pupils about the benefits and 
risks of using technology and provides safeguards and awareness for users to enable them to control their online 
experience.  

As the uses of online technological resources grow, so has the awareness of risks and potential dangers which arise 
from their use. The school aims to prepare its learners to be able to thrive and survive in this complex digital world. 
This policy outlines the safeguarding approach to achieve this. 

 

Digital Safeguarding depends on Effective Practice at a Number of Levels:  
 

 Responsible ICT use by all staff and children; 

 Sound implementation of Digital Safeguarding policy in both administration and curriculum, including secure 
school network design and use; 

 Safe and secure broadband from the Wolverhampton Network including the effective management of the 
internet filtering system; 

 National Education Network standards and specifications.  
 

School Digital Safeguarding Policy 

 

 The Digital Safeguarding Policy is part of the School Improvement Plan and relates to other policies including 
those for computing, anti-bullying and for safeguarding children.   

 

 Our Digital Safeguarding policy is based on Government, Wolverhampton Authority guidelines. 
 

 The school has appointed a named person to co-ordinate Digital Safeguarding.  
 

 Our Digital Safeguarding Policy has been agreed by senior management and approved by governors.  
 

 The Digital Safeguarding Policy and its implementation will be reviewed regularly.  

 
 

Management of Digital Safeguarding   
 
Roles and responsibilities: 

 
Headteacher 
 
The Headteacher will ensure that the Digital Safeguarding Policy is implemented and compliance with the policy 
monitored and that the appropriate roles (see this section) and responsibilities of the school’s digital safeguarding 
structure is in place.   The headteacher will also ensure regular reports of the monitoring outcomes on digital 
safeguarding are reported to the Governing Body.  

 
Nominated Digital Safeguarding Coordinator 

 
There is an identified Digital Safeguarding Coordinator who is responsible for digital safeguarding developments in 
school and sharing of practice with staff and the wider community.   This person will be in receipt of current training 
on the latest guidance and procedures and is the main contact for the Local Authority digital safeguarding networks.  
 
All digital safeguarding incidents within the school need to be reported to this person. They need to keep the log of 
incidents and with the Headteacher, make decisions about how to deal with reported incidents. 



 
Digital Safeguarding Governor 

 
There is an identified digital safeguarding governor who monitors and liaises with the digital safeguarding 
coordinator and who will report to the full governing body as appropriate. 

 
Digital Safeguarding Responsibility within Subject and Management Roles 

 
All staff with subject and management roles have a duty to incorporate digital safeguarding principles in their area of 
responsibility, deputising for any of the above roles where appropriate.  

 
Teacher 

 
All staff should understand the need for care and caution when using technology both for academic and social 
purposes and apply it to teaching and learning situations. They need to work to agreed guidelines. They have a “front 
line” monitoring and reporting role for incidents.  

 
Support Staff 

 
As for teaching staff, however, given the nature of their role, learners may find it easier to disclose incidents to them. 
Support staff should be clear of the reporting procedures. 

 
School Council Representatives 

 
As a responsible member of their class, the school council need to have e-safety on their agenda as an item. These 
representatives could help to monitor at a learner level the appropriate use of technology within the school.   
 

Teaching and Learning - Why Internet use is Important 

 
1.1 The Internet is an essential element for education, business and social interaction. The school has a duty to 

provide students with quality internet access as part of their learning experience.  
1.2 Internet use is a part of the statutory curriculum and a necessary tool for staff and pupils. 
 

2 Internet Use will Enhance Learning 

 
2.1 The school internet access is designed for pupil use and includes filtering appropriate to the age of pupils.  
2.2 Pupils will be taught what internet use is acceptable and what is not and given clear objectives for internet 

use. 
2.3 Pupils will be educated in the effective use of the internet in research, including the skills of knowledge 

location, retrieval and evaluation. 
2.4 The school will ensure that the use of internet derived materials by staff and pupils complies with copyright 

law. 
2.5 Pupils should be taught to be critically aware of the materials they read and shown how to validate 

information before accepting its accuracy. 
2.6 Pupils will be taught on a regular basis how to keep themselves safe when using the internet out of school 

and what to do if they encounter offensive material or are the victim of “cyber-bullying”. 
 

3 Managing Internet Access 

 
3.1 Information system security and school ICT systems capacity and security will be reviewed regularly.  
3.2 Virus protection will be maintained on all appropriate equipment and updated regularly. 
 
3.3 Security strategies will be discussed with Wolverhampton eServices and the school technical services, at 

present Concero UK. 
 



4 E-mail  
 
4.1 Pupils may only use approved e-mail accounts on the school system. 
4.2 Pupils must immediately tell a teacher if they receive offensive e-mail. 
4.3 Pupils must not reveal personal details of themselves or others in e-mail communication, or arrange to meet 

anyone without specific permission. 
4.4 Pupils needing to send an email as part of their studies will write contents of the email out and their teacher 

will check the contents before sending it via the school’s email account.  
 

5 Published Content and the School Website 

 

5.1 The contact details on the website should be the school address, e-mail and telephone number. Staff or 
pupils’ personal information will not be published.  

5.2 The Headteacher will take overall editorial responsibility and ensure that content is accurate and 
appropriate.  

 

6 Publishing Pupil’s Images and Work 

  
6.1 Photographs that include pupils will be selected carefully and will not enable individual pupils to be clearly 

identified.   
 
6.2 Pupils’ full names will not be used anywhere on the school Learning Platform particularly in association with 

photographs. 
 
6.3 Written permission from parents or carers will be obtained before photographs of pupils are published on 

the school Learning Platform. (See Photograph and web site permission form) 
 
6.4 Pupil’s work can only be published with the permission of the pupil and parents.  
 
 

7 Social Networking and Personal Publishing 

 
7.1 The school will block/filter access to social networking sites via the school equipment.   
7.2 Newsgroups will be blocked unless a specific use is approved. 
7.3 Pupils will be advised never to give out personal details of any kind which may identify them or their 

location.   
7.4 Pupils and parents will be advised that the use of social network spaces outside school is inappropriate for 

primary aged pupils. 
7.5 Pupils must not upload photographs or video taken in school to any networking or storage site. 
7.6 References to places of work, school, telephone numbers or addresses should not be given by staff on social 

networking sites. No reference to roles at work, job titles or confidential information should be given and 
colleagues should not be subjected to inappropriate or unwanted reference either in writing or photographs 
uploaded. 

 

8 Managing Filtering 

 
8.1 The school will work with Wolverhampton eServices to ensure systems to protect pupils are reviewed and 

improved. 
8.2 If staff or pupils discover an unsuitable site, it must be reported to the named digital safeguarding 

coordinator. 
8.3 SLT will ensure that regular checks are made to ensure that the filtering methods selected are appropriate, 

effective and reasonable.  
 

9 Emerging Technologies 



 
9.1 Mobile phones should not be used during formal school time. 
9.2 The sending of abusive or inappropriate text messages is forbidden 
9.3 Videoconferencing will be appropriately supervised for the pupils’ age. 
9.4 Emerging technologies will be examined for educational benefit and a risk assessment will be carried out 

before use in school is allowed. 

 

10 Protecting Personal Data 

 
10.1 Personal data will be recorded, processed, transferred and made available according to the Data Protection 

Act 1998. 
 

11 ICT Access 

 
11.1 All staff will be given the School Digital Safeguarding Policy and its importance explained. 
11.2 All staff and other adults must read and sign the ‘I.C.T. Acceptable Use Agreement’ before using any school 

ICT resource. 
11.3 The school will keep an up to date record of all staff and pupils who are granted internet access.  
11.4 Pupils’ access to the internet will be under adult supervision at all times.  
11.5 Everyone will be made aware that internet traffic can be monitored and traced to the individual user. 
11.6 e-Safety rules will be posted in all rooms and discussed with the pupils at the start of each year. (SMART 

rules) 
11.7 Pupils will be informed that network and internet use will be monitored.  
11.8 Parents’ attention will be drawn to the School e-Safety Policy in newsletters, the school brochure and on the 

school Website. 
11.9 Parents will be asked to sign and return an acceptable use form before they are granted access to the 

schools learning platform. (when applicable)  
11.10 The school will take all reasonable precautions to ensure that users access only appropriate material. 

However, due to the international scale and linked nature of internet content, it is not possible to guarantee 
that unsuitable material will never appear on a school computer. Neither the school nor Wolverhampton 
City Council can accept liability for the material accessed, or any consequences of Internet access.   

11.11 Complaints of internet misuse will be dealt with by the Headteacher. 
11.12 SLT will undertake a digital safeguarding audit each year to assess whether the e-safety basics are in place. 
 
 
 


